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From: ucsdsaboteur@hushmail.com
To: mcebrian@ucsd.edu 
Date: Thu, Nov 24, 2011 at 4:20 AM
Subject: UCSD shredder challenge sabotage  
 
I appreciate your acknowledging the cleverness of my exploitation of the 
weaknesses in your shredder challenge puzzle solving implementation.  
But do you really think they were that smart?  

For my first attack, […]  moving all the pieces into a single pile. […] 
However, it seems all you did was lock the pieces 
together and ban my IP address.



Which led me to my second attack,  using a VPN and a neighbors wireless  
for some new IP addresses 
[…]  
select all the pieces and place  them on top of each other, but this got old soon.

So I decided to get a bit more sneaky [for my third attack]
[…]
I selected a number of pieces,  enough to make solving the puzzle difficult and 
not so much that people would immediately notice, 
[…]
moved them off the top of the virtual table.



“Where else would one go but 
4chan to recruit other people 
willing to engage in general 
internet mischief? 
[for my fourth attack]”



I too am working on the puzzle and personally feel that 
crowd sourcing is basically cheating

Crowd sourcing really just seems like a brute force and 
ugly plan of attack, even if it is effective

With all that said, good luck to you, 
and may all your shreds belong to us.





We found a peak in recruitment that corresponds almost exactly to when the 
attacker claims he made an announcement on 4chan.

Once we had eliminated the 4chan wave, could identify the core attackers.

The initial assault was a sluggish affair, about ten times slower than 
subsequent hacks as though the saboteur was still feeling out the system’s 
weaknesses.

Yet the attacker had left one more clue, a blunder that pointed right back 
to his door. 

During the first attack, he had logged in with an email address from his 
very own domain.



“It’s only a matter of time, however for what 
should be a programming challenge about 
computer vision algorithms, crowd sourcing 
really just seems like a brute force and ugly 

plan of attack, even if it is effective.”

ANTI-LUDDITES, PRO-MACHINES?




