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Click on the links below to access the five Shredder Challenge problems.
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(b) Query incentive networks, again.
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Puzzle 1 (6 Nov)
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Puzzle 3 (8 Nov)
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Puzzle 4 (21 Nov)
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Shredder Challenge, UCSD Team
Crowdsourcing experiment
Playback of the moves on the virtual board

Puzzle 4



Puzzle 4 cumulative progress
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From: ucsdsaboteur@hushmail.com

To: mcebrian@ucsd.edu

Date: Thu, Nov 24, 2011 at 4:20 AM

Subject: UCSD shredder challenge sabotage

| appreciate your acknowledging the cleverness of my exploitation of the
weaknesses in your shredder challenge puzzle solving implementation.
But do you really think they were that smart?

For my first attack, [...] moving all the pieces into a single pile. [...]
However, it seems all you did was lock the pieces
together and ban my IP address.
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Which led me to my second attack, using a VPN and a neighbors wireless
for some new IP addresses

[...]

select all the pieces and place them on top of each other, but this got old soon.

So | decided to get a bit more sneaky [for my third attack]
[...]

| selected a number of pieces, enough to make solving the puzzle difficult and
not so much that people would immediately notice,

[...]

moved them off the top of the virtual table.
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“Where else would one go but

4chan to recruit other people
willing to engage In general
internet mischief?

[for my fourth attack]”
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How A Lone Hacker Shredded the Myth of

Crowdsourcing

High-tech analysis of a 2011 DARPA Challenge shows why we can’t
have nice things
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We found a peak in recruitment that corresporids almost exactly to when the
attacker claims/he made an announcement,On 4chan:

Once we had ¢liminated the 4chan wave, could identify the core attackers.

The initial assault was a sluggish affair, about ten times slower than
subsequent hacks as though the saboteur was still feeling out the system’s
weaknesses.

Yet the attacker had left one/more clue, a blunder that pointed right back
to his door.

During the first attack, he had logged in with an email address from his
very own domain.



“Certain inventions in machinery were introduced into the staple manufacturers of the
north, which, greatly reducing the numbers of hands necessary to be employed, threw
thousands out of work, and left them without legitimate means of sustaining life...”

WE PETITION NO MORE.

THAT WON'T DO * FIGHTING MUST.

LUDDITES

Being a Social Uprising in the Midlands of England between the Years of 1811 and 1813

TO PUT DOWN

ALL MACHINERY HURTFUL TO

COMMONALITY!

“Misery generates hate; these sufferers hated the machines which they believed took
their bread from them; they hated the buildings which contained those machines;
they hated the manufacturers who owned those buildings.” -Charlotte Bronté, Shirley

CELEBRATE PEOPLE’S HISTORY
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“It’s only a matter of time, however for what
should be a programming challenge about
computer vision algorithms, crowd sourcing
really just seems like a brute force and ugly
plan of attack, even if it is effective.”

ANTI-LUDDITES, PRO-MACHINES?



| g l Gmall Manuel Cebrian <manuelcebrianramos@gmail.com>

Sabotage

ucsdsaboteur@hushmail.me Mon, Apr 9, 2012 at 11:06
<ucsdsaboteur@hushmail.me> PM
To: mcebrian@eng.ucsd.edu

So | just discovered this article

http://calit2.net/newsroom/article.php?id=1938

and a few others. | no longer have access to the account | sent the previous email from as the time limit
has expired on it. So my apologies if you responded to my previous correspondence. | believe the only

part of the previous email | can recall that doesn't seem to have been published somewhere is my asking
you if you really thought the sabotage was that smart...

If you still suspect them, the winning team had nothing to do with the sabotage. My sign off was really just
intended to lead you astray. Which seems to have worked. If you have contact information for Otavio
Good, let him know | apologize for that part of the email as they did work hard and win fairly. | amin no
way associated with Anonymous either. Where else would one go but 4chan to recruit other people willing
to engage in general internet mischief?

A "new field of network science" and "the most important piece of the scientific knowledge gained from this
challenge," eh? Cool. | never imagined it would be seen in that light. Good work on the reputation system

by the way. If you have any questions for me, | don't mind answering.




